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Abstract— Radiation from outer space comprising of charged
particles can affect transistors in an integrated circuit, resulting
in unexpected switching of transistors. This temporary distur-
bance is called Soft-Error. With decreasing feature sizes and
noise margins, circuits become more prone to such effects. A soft-
error could manifest itself in a system as a Single Event Upset
(SEU) or a Single Event Transient (SET), depending on whether
a storage element or a combinational circuit was affected. In
this paper, we propose two unique register designs that provide
tolerance to SEU and SET effects, by making efficient use of
space and time redundancy techniques. Our results on ISCAS’89
benchmark circuits indicate an average transistor overhead of
28% and 20% for design 1 and 2 respectively. The designs provide
concurrent error correction with minimal degradation of system
performance.

I. INTRODUCTION

SEU or soft error may occur in a chip when exposed to
radiation (Cosmic rays, a-particle, Neutrons etc.). This may
cause an erroneous change in state of a system, thus affecting
its operation. The effect of the error is temporary and if
detected, the system can be restored to its normal operation
by resetting the system or by re-execution, if possible. These
errors are of concern in mission critical operations (space,
medical) where a downtime or delay for system recovery is
not affordable.

Exposure to radiations brings the devices on the chip
under constant strike by charged particles. A high energy
particle striking a node in these devices generates electron hole
pairs. In the presence of strong electric field, these charged
carriers move toward their respective device contacts. If the
collected charge is greater than the threshold value required
for determining a logic level for a transistor, an erroneous
value is registered [1]. This minimum threshold value is also
known as critical charge.

Earlier, soft error was a concern only in space applications.
The altitude at which these systems operate exposes them to
strong cosmic rays [2] which corrupts logic, thus affecting
systems. The cosmic ray flux incident at sea level (terrestrial
cosmic rays), consisting mainly of neutron particles loses most
of its energy as it passes through the atmosphere [2] and
would cause a negligible change in the threshold charge value
to result in a SEU. The problem of SEU arising due to a-
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Fig. 1.  Window Of Vulnerability (WOV) [7]

particle radiation from minute traces of radioactive elements
in packaging material is also significant and can be addressed
by ensuring a higher degree of purity of packaging materials
[3]. Recently, the problem of SEU has become severe and
recurrent with shrinking device geometry. Shorter channel
lengths means lesser number of charge carriers and a smaller
value of threshold charge [4]. The problem of SEU which was
initially associated with small and densely packed memories
is now commonly observed in combinational circuits and
latches [5][6]. SEU’s in memories has been addressed by Error
Detecting and Correcting codes (EDC). In sequential circuits,
a flip-flop (FF) input may observe transients caused by SEU’s
at the FF input node or due to SEU’s in the Combinational
Logic Blocks (CLB) being propagated to the FF input. A FF is
also vulnerable to SEU’s that cause bit flips during the opaque
cycle. Figure 1 shows the Window of Vulnerability (WOV) [7]
for a FF. The latches in a FF are vulnerable to SEU’s during
the latch setup time (Tgesyp) and a period Ty, Typ is the
time interval during which a transient fault can occur. T4
is the period when the latch is transparent; T, is the time
required for resulting fault to propagate to the output. In this
paper we present two schemes for a FF, both of which provide
SEU and SET tolerance over the WOV. Both schemes have
minimal transistor and clock to Q delay overhead.

II. PRIOR WORK AND MOTIVATION

Traditional techniques to provide soft-error tolerance rely on
Triple Modular Redundancy (TMR)[8], in which the original
circuit is triplicated and a majority voter used to determine the
final output. However, this technique involves high overhead
in terms of area and cost, which limits its usage. A low
overhead TMR scheme is shown in [9]. Redundancy and/or
sampling at delayed intervals provide limited cost effective
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Fig. 2. Error condition in Error Blocking Scan flip flop

solutions in latches [10][11]. Designs have been suggested
in [4][7] for improved latch immunity to soft errors during
the storage cycle. Designs in [12][13] provide schemes for
mitigating combinational transients . The Error Blocking Scan
FF (EBSFF) [14] and Error Trapping Scan FF (ETSFF)
[14] makes use of redundant scan hardware, to block and
identify the occurrence of an SEU in a FF respectively. The
Error Blocking Scan Hold FF (EBSHFF) [15] provides a
low transistor overhead scheme for soft error detection and
blocking, by making use of output buffers. The error correcting
LSSD FF [16] is a modified Level Sensitive Scan Design
(LSSD) [17] FF that provides tolerance to SEU’s during the
opaque period by detecting, voting and refreshing the contents
of the latches in case of an error.

However, the designs in [14],[15],[16] are vulnerable to
SEUs during Tsetyp of the master latch. The error condition
is illustrated in Figure 2. The simulations in this paper were
carried out using Spectre tool with the 70nm BPTM at
1GHz clock frequency and 1 V supply. Simulations (Data-
SYstem_condition, OUTPUT _condition) are shown for correct
operation (DSY_-CORRECT, OUTPUT_CORRECT) and faulty
operation (DSY_SEU, OUTPUT_SEU) resulting from SEU in
master latch.

The time domain majority voter presented in [10] has a
performance overhead since the sampling is started after the
longest path in the circuit settles. Hence, an online error
detection and retry procedure was considered better [18].
Concurrent error detection (CED) schemes use an output char-
acteristic predictor which is then compared (using a checker)
with actual circuit output to detect an error [19]. The output
characteristic predictor can be implemented using hardware
or time redundancy. Some of the schemes used for CED
are parity prediction, self-checking circuits constructed using
error detection codes, transition count and residue checking
[20]. Self checking circuits may require high hardware cost
for arbitrary logic functions. The work presented in [18]
suggests re-doing the computation to get the correct value
which requires many clock cycles, very high area and energy
overhead, and is difficult to implement. Error masking, which
refers to error correction on-line, has also been used to
tackle soft errors. Error masking techniques are presented

in [21][22]. These designs are vulnerable to SEU’s on their
output node as charge is stored dynamically or by means of a
keeper. Prior efforts have also focused on combinational logic
design for preventing pulse spreading [23], latch hardening
[24], gate sizing to prevent SEU generation (which requires
area and performance overhead) [25]. Time redundancy based
architectural approaches also have significant performance and
power overheads and design time cost [26]. A time redundancy
based flip flop is proposed in [27]. It incorporates a decision
circuit that helps select the output through a multiplexer. It has
a performance overhead and is suitable only for the condition
when an error is latched in the master system latch. In this
paper we propose two designs for soft error tolerance with
an aim to provide design flexibility. The designs make use
of the concept of time redundancy to achieve error masking.
The first design provides a simplified clocking scheme with
almost no performance degradation. The second design has
a low transistor overhead and has a tolerable performance
degradation. Our designs make use of the scan hardware in
the functional mode to store samples. The decision circuitry
is a majority voter that avoids soft errors over the entire WOV.
Both designs are also tolerant to transients from the CLB’s.

ITI. OUR PROPOSED DESIGNS

Our designs make use of the basic scan FF (BSFF) as
described in [14]. It facilitates scan based structural testing
using automated test pattern generation tools, for functional
testing using signature analysis, and for efficient post silicon
debug [14]. It has two modes of operation, the Functional
mode and the Test mode.

A. XSEUFF 1

The block diagram for the XSEUFF 1 is shown in Figure
3. This design can provide tolerance over the WOV from

o SEU in FFs.

e SET due to SEU in combinational blocks and due to

crosstalk.

Latches PH2 and PH1 are the master and slave system latches.
LA and LB are the master and slave scan latches. The FF
captures the data on the input D by loading latches PH2, LA
and LB. Latches LA and LB are clocked using C'LK and
CLK. CLK is delayed by A; to obtain SYS_CLK. Latches PH2
and PH1 are clocked using SYS_CLK and SYS_CLK. The
clocking scheme is shown in Figure 4. The delay A; is given
by the equation.

Ay =tgodra +Wurr + tsetup_pH2 )]

Where Wy is the Width of Maximum Tolerable Transient. It
is the design variable that gives the tolerance of the designed
circuit to an SEU pulse. The CLK can be distributed using
the existing scan clock routing structure in a circuit, thus
simplifying the task of the designer. A keeper is used at the
output node of the FF. The output of the keeper is multiplexed
with the output of LA with the CLK signal as the select to the
multiplexer. The output of the multiplexer, LB and PH1 are
inputs to the majority voter. The FF is tolerant to errors over
the entire window of vulnerability.
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Fig. 4. Clocking scheme for the proposed design

1) Functional mode operation with tolerance to SEU:
When TESTBAR is high, the system is in functional mode.
Latch LA loads the data from D when CLK is low and latch
LB loads the data from D when CLK is high. Latch PH2
loads the data from D when SYS_CLK is low and latch PHI
loads from PH2 when SYS_CLK is high. LA and LB act as
the shadow of the system latches, capturing data at different
time intervals for comparison. A; is selected as in Equation
(1), to ensure that a SEU is never captured by LA and PH2
at the same time. The voter votes on LA, LB and PH1 when
SYS_CLK goes high. This value is captured by the keeper at the
output node. When CLK goes low, the voter votes on keeper,
LB and PHI1. This arrangement prevents data corruption at the
output due to a SEU in LA or PHI, during latching or during
their opaque cycle. As shown in Figure 5, LA latches the value
from D. LB goes transparent before PH2 latches in the input
data. PH2 latches in an incorrect data due to a SEU from the
CLB and is propagated to PHI1. The majority voter computes
the correct output on the rising edge of SYS_CLK. When CLK
goes low, the voter computes the output based on the value
stored on the keeper instead of LA. The design is tolerant to
only one latch being corrupted by an SEU over the WOV.

2) Test mode operation: When TESTBAR signal is low,
the system is in test mode. The scan latches LA and LB are
clocked using the scan clocks SCA and SCB respectively. LA
receives the scan data input SI. Alternate pulsing of SCA and
SCB loads LA and LB with the test vector and this enables
scanning through the scan chain. The vector is then loaded
into PHI1 by the pulsing of the UPDATE signal. The system
is switched from test mode to functional mode by asserting
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TESTBAR. The response of the Circuit Under Test (CUT) to
the applied vector is captured after one functional clock cycle.
PH?2 is loaded with the response of the previous CUT and is
propagated to PH1 at the end of the cycle. CAPTURE is then
asserted and the final output of the applied vector is captured in
LA. The system is then switched to test mode and the captured
response is scanned out by alternate assertion of SCB and SCA
for fault analysis.

B. XSEUFF 2

The XSEUFF 2 shown in Figure 6. This design provides
tolerance over the WOV from

e SEU in FFs.

e SET due to SEU in combinational blocks and due to
crosstalk.

 Signal delays arising due to crosstalk.
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Fig. 8.  Synchronous Signal Generator for the XSEUFF 2

Temporal sampling of the data line is carried out at the active
clock edge, using clocks Syncpa and Syncpp as shown in
Figure 7. This filters out any incoming noise that may cause a
setup and/or hold time failure. Latches PH2, LA and LB are
transparent when their gating signals are low and opaque when
they are high. Latch PH1 has been modified to contain the
majority voter circuit. In functional mode, PH2, LA and LB get
data from the combinational circuit. The pulses Syncr 4 and
Syncrp can be generated by using the circuit shown in Figure
8. The signal controlling the transmission gate TX1 is delayed
through inverters (with respect to TX2) that have equal delays.
By controlling this delay (6;1), the designer can set the width
of the pulse Syncpa and Syncpp. The keeper at the output
of the multiplexer is used to hold a zero for a brief interval
of time when LA and LB turn transparent. After a delay (d1),
TX1 gate turns on, and the output of this circuit becomes
one, thus allowing LA and LB to latch in redundant values
of data stored in PH2. Syncpp can be derived by delaying
Syncr, 4 through a static buffer. The delay (dp) of the output
buffer determines the skew between Syncrs and Syncrp.
The buffer at the output controls the skew between the two
synchronous signals while the ones at the input of Figure 8,
control their widths. Any variations in the fabrication process
may shift the edges of these signals relative to the active clock
edge, in either direction. The XSEUFF 2 can tolerate such
variations to an extent, thus avoiding any stringent constraints
on the response of the signal generator. Besides, a single signal
generator can be shared by multiple instances of the XSEUFF
2 cell and hence its contribution to the transistor overhead
reduces significantly.

Output) — l

PH2 m
PH2
(Wrong Value @ m('vﬁong Value)
Latched) — 5

CLOCK

[\

DATA DATA

s (NOISE) (Noise)
g \ N

Fig. 9. Response of a BSFF Vs. XSEUFF 2 to noise pulses

CLOCK 10 PH1
." |(Corrected Data)|
" ™
BATA . PH2
(Datat %«:Ia}{(e)d ’ EF (Wro{ Data)
w.r. lock) — 2:

PH1 CLOCK

(Wrong Data) /‘_‘ o
DATA
~“—{Delayed Signal)

S
Fig. 10. Response of a BSFF Vs. XSEUFF 2 to signal delays

PH1 i PH1 (Corrected
(Wrong Value at vsm Output)

CLOCK

PH2 10
(Wrong Data) ' .

1) Functional mode operation with tolerance to SEU: The
temporal sampling is carried out by reuse of the scan latches
LA and LB. Syncr4 and Syncpp are used as gating signals
for LA and LB respectively. Pulses Syncr 4 and Syncpp are
driven low after the active clock. This allows LA and LB to
sample copies of the expected data in PH2. When Clock goes
high, the majority voter gets data from PH2, LA and LB thus
ensuring that the corrected data is always latched into it. When
PH1 goes opaque (Clock = 0), the redundant values stored
in LA and LB ensure that an SEU hit on any of them does
not affect the value at the FF output. The FF output changes
only after the arrival of the next active clock edge. Temporal
sampling at the active clock edge combined with the unique
design of PHI1 ensures complete immunity of the XSEUFF 2
over the WOV.

During simulations, the XSEUFF 2 was subjected to noise
pulses and signal delays of varying magnitudes. Its response
to a worst case transient pulse is shown in Figure 9. In
Figure 9, we compare the behavior of the BSFF [14] and
the XSEUFF 2. Latch PH1, in the BSFF receives wrong data
from PH2 after the arrival of active clock edge. In the case
of XSEUFF 2, time-redundant samples are evaluated by the
majority voter and PH1 receives corrected data at the end of
the clock cycle. Figure 10 shows the response of the BSFF
and the XSEUFF 2 to signal delays. In Figure 10, although
PH2 latched in a wrong value, PHI1 received the corrected



value from the majority voter circuit. Although the XSEUFF
is able to transmit corrected data to PH1 in both cases, its
tolerance is limited and depends on several circuit parameters.
We define the limits for the width of a noise pulse and
magnitude of signal delay that this FF can tolerate. If T'x pyise
is the maximum tolerable width of a single event transient,
then Equation (2) gives the relationship between the various
sampling instants, the setup time of the FF t¢,)p, the hold-
time t;,;q and the delays of the multiplexers at the input of
latches LB and PHI. For instance t.qzp),r represents the
combinational delay of a rising transition at the input of LB.
Similarly t.q(1,p),; represents the combinational delay of a
falling transition at the input of LB. Equation (3) gives the
maximum tolerable delay (A,,4.) of the XSEUFF 2.

TXPulse = {TQ - tsetup + max(tcd(LB),ﬂ tcd(LB),f)} -
{To + thota — min(teapm2),r tea(pra),f)}  (2)

Arnam — {Tl - tsetup + max(tcd(LA),ra tcd(LA),f)} -
{TO - tsetup} (3)

2) Test mode operation: The ScanMode signal is analogous
to the inverted TESTBAR in XSEUFF 1. During Scan opera-
tion, LA and LB become part of a large scan-chain. LA gets
data from S7, which is connected to the output of a previous FF
or the tester pin. SCA and SCB control data transfer between
LA and LB during the test mode. UPDATE and CAPTURE are
used to apply the test vector and capture the circuit response
respectively. The XSEUFF 2 can be tested for stuck-at-0 and
stuck-at-1 faults on all its internal nodes by enabling the scan
mode of operation and applying the appropriate vector. A
stuck-at fault present on any of the input nodes of the majority
voter can be tested by scanning in opposite values in latches
LA and LB and disabling the signal generator, so that value
latched in PH2 can be used to sensitize this fault.

IV. LIMITATIONS

XSEUFF 1 and XSEUFF 2 are proposed with the assump-
tion that there can be only one SEU affecting the FF system
in a clock cycle. The schemes of XSEUFF 1 and 2 would
fail if the width of the maximum tolerable transient exceeds
the designed value which causes incorrect values to be latched
in more than one FF in a given cycle. XSEUFF 1 increases
the setup time of the FF due to the presampling by CLK and
requires the data to be steady for at least half a clock period.

V. RESULTS
A. Percentage overhead comparison

Table I gives the transistor counts of different standard cell
FF designs, normalized to the transistor count of the BSFF.
For each design in this comparison we have only considered
transistors local to a cell. All globally routed signals are
considered to be inverted at the cell level. The EBSFF [14] and
ETSFF [14] designs have 13% and 15% overhead respectively.
The EBSHFF [15] has a lower transistor count as compared
to the BSFF. The transistor overhead for XSEUFF 1 is 54%.
The transistor overhead for the XSEUFF 2 is 37%.

TABLE I
NORMALIZED TRANSISTOR COUNT, CLOCK TO Q AND POWER
CONSUMPTION RATIOS

Circuit type Normalized | Normalized | Normalized
transistor Clock to Q power

count delay consumption
BSFF [14] 1.00 1.00 1.00
EBSFF [14] 1.13 1.23 2.71
ETSFF [14] 1.15 1.01 2.13
EBSHFF [15] 091 1.25 1.72
XSEUFF 1 1.54 1.00 2.70
XSEUFF 2 1.37 1.25 1.95

TABLE I

ISCAS 89 BENCHMARK OVERHEADS

Circuit XSEUFF 1 Transistor | XSEUFF 2 Transistor
Overhead (%) Overhead (%)

85378 29.3 20.2

$9234 21.8 15.0

s13207 32.1 22.1

s15850 27.3 18.9

$35932 31.3 21.6

$38417 29.9 20.6

s38584 27.0 18.6

Average 28.4 19.6

B. Relative cell level timing

The normalized values of Clock to Q delay for different
designs are shown in Table I. For each design, the transistor
sizes were maintained for equal rise and fall times. The ETSFF
[14] and the XSEUFF 1 have clock to Q delay overhead
comparable to the BSFF. The EBSFF [14] and the EBSHFF
[15] have a clock to Q delay overhead of about 25%. The
XSEUFF 2 has a clock to Q delay overhead of 25 %.

C. Relative cell power consumption

The simulations for power were carried out on Nanosim
tool using the 70 nm BPTM with supply of 1 V at 1 GHZ
clock frequency for five clock cycles. The average power
consumption values are compared for the functional mode of
operation. The normalized values of power consumption for
different designs are shown in Table I.

D. ISCAS 89 benchmark overheads

The transistor overhead for the seven largest ISCAS ’89
benchmark circuits is shown in Table II. The comparison is
with reference to the BSFF. All FFs were replaced with the
XSEUFF 1 and XSEUFF 2 designs for each benchmark circuit
comparison. The average transistor overhead is approximately
28% for XSEUFF 1. The XSEUFF 2 has a overhead of
approximately 20%



VI. CONCLUSION

Two designs that provide tolerance to SEUs and transients
from the combinational circuit have been proposed in this
paper. Transistor, power and timing overheads for the same
have been analyzed. With decreasing feature sizes, transistor
designs have become more susceptible to soft errors. This
increase mandates use of designs that are not just immune to
them but also capable of correcting data at run-time, thus en-
suring fault-free operation of the entire system. The XSEUFF
1 and 2 offer a convenient trade off between reliability and
various overheads.
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