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Abstract— Current microprocessors are becoming more vul-
nerable to cosmic particle strikes that may cause soft (transient)
errors. Multi-bit upsets (MBUs) on memory such as SRAMs and
caches are upsets in which a single radiation event causes several
bits to �ip, as opposed to single-bit upsets (SBUs) in which only
one bit is affected. While SBUs may be detected by parity, MBUs
require error correction algorithms like ECC.

This paper proposes a simple scheme for reducing the vulner-
ability of data in the L1 cache. We propose implementations for
reducing cache vulnerability by invalidating cache lines when
they hold data not likely to be reused in the short term. As
a result, we achieve high coverage (lines which are reused
after a long time are not vulnerable any more since they are
invalidated) with low performance degradation; on average, for a
set of more than 300 traces representing all kind of benchmarks
and a processor con�guration similar to Intel R
 CoreTM Micro-
Architecture, we decrease cache vulnerability by 80% with a
small performance degradation of 3.7%.

I. I NTRODUCTION

Alpha particles released by radioactive impurities and neu-
trons coming from outer space are known to cause transient
errors in contemporary microprocessors [1]. Single and multi-
bit upsets may arise when these particles hit intermediate
capacitive nodes of processor storage components such as
SRAM bitcells and latches. Since these transient errors occur
due to an incorrect charge or discharge of an intermediate
capacitive node, they do not cause permanent failure in the
hardware and hence are termed soft errors in the literature.

Cache memory reliability is essential to ensure dependable
computing. Errors in cache memories can corrupt data values,
and can easily propagate through the system to cause data
integrity issues. Whereas many techniques have been proposed
and are used for protecting L2 caches (like ECC [2], parity and
cache scrubbing [3], [4]), many dif�culties arise when applied
to L1 caches: (i) complex logic like ECC can add extra cycles
to the access time, (ii) scrubbing the L1 cache can reduce
signi�cantly the L1 bandwidth, (iii) multi-bit errors, which
are expected to be common due to technology shrinkage, may
be neither detected nor corrected, (iv) power increases dueto
increased logic and storage, and (v) area overhead is important
(adding parity at a byte level for a 32KB cache requires 4KB).

Soft error vulnerability of a processor (or a speci�c com-
ponent in a processor) is proportional to:

� The percentage of bits that hold valid data (which are
needed for architecturally correct execution) that can be
affected by a soft error.

� Time the data spend inside the processor or a speci�c
processor component.

These items can be all summarized and expressed as:

V ulnerability = OccupiedBitArea � T imeSpent (1)

Therefore, one may reduce the vulnerability of caches
against soft errors by either reducing the number of bits
that hold valid data (for instance, one may identify narrow
values [5]) or reducing the time data is left unprotected.
Currently, L1 caches typically use parity as a method to detect
possible soft errors, since employing ECC is too expensive.
Thus, L1 caches can detect single-bit upsets, and if write-
through policies are used, recovery is possible by fetchingdata
from upper levels. However, many cache lines in L1 stay long
time in the cache, and both temporal double-bit errors and
spatial multi-bit errors are possible, which would leave the
cache lines unprotected leading to data corruption and system
crashes.

Our proposal consists of reducing the vulnerability of data
stored in the cache by invalidating the cache lines that are
reused in long intervals; this way, by sacri�cing performance
slightly (invalidations will cause some extra cache misses), we
reduce the probability of that cache line having a bit �ipped.
Simply stated, if a cache line is not accessed in a given number
of cycles, the cache line is invalidated.

As a result, we can reduce the number of errors detected
by parity (that can only be corrected if write-through caches
are used) and the number of multi-bit (spatial or temporal)
errors that would not be detected, which are expected to be
very common.

The rest of the paper is organized as follows. Section II
discusses the related work. More details and implementation
issues of our proposal are given in Section III. We evaluate
the performance cost and vulnerability reduction in Section IV.
Finally, we conclude in Section V.

II. RELATED WORK

Cache scrubbing [3], [4] is one possible solution for tem-
poral double-bit errors. It has also been widely used in the
past for main memories, which are typically protected with
SECDED ECC. Scrubbing involves reading the bits from the
cache, correcting any latent single-bit error, recomputing the
ECC (or parity), and writing the bits back. If the scrubbing
interval is short enough, the probability for a temporal double-
bit error to happen is practically eliminated. However, it causes
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Fig. 1. Example of the invalidation mechanism.

an important overhead since it consumes cache bandwidth and
extra power. Interleaving the error detection codes may avoid
spatial multi-bit errors, since consecutive bits will be protected
by different parity bits, although it increases the complexity
of the logic to read/write data. Eager writeback has been
studied for speeding up cache lines evictions and reducing
performance loss due to clustered traf�c [6]. Although it
reduces vulnerability for writeback caches, it does not cover
for spatial MBUs. Similary, an early-write-back scheme [7]
that enhances the ability to use a less powerful error protection
scheme for a longer time without sacri�cing reliability and
performance has been proposed. Compared to our proposal, it
only protects SBUs and only works for writeback caches.

Although attacking a different structure, �ushing and restart-
ing the pipeline [8] upon an L2 miss is a similar technique to
ours; in order to avoid particle strikes on data waiting in the
issue queue, the pipeline is �ushed.

Another similar work is cache decay [9]: in order to
decrease power consumption, the authors try to switch off the
cache line right after the last hit (if inter-hit time is high).
Note that the objective of our technique is invalidating before
the last hit to reduce the vulnerability: after the last hit,write-
through caches are no longer vulnerable since the data they
hold will not ever be used.

III. C ACHE L INE INVALIDATION

Unlike parity and ECC that target error detection and
correction, our target is reducing cache vulnerability. Soft error
vulnerability of data in L1 cache is proportional to the timeit
spends in the cache. Figure 1(a) represents the accesses and
vulnerability to particle strikes for a cache line of a write-
through cache; the data hold in the cache line is vulnerable
from the time data is brought to cache until the last hit. If data
were protected with parity, a single-bit upset (SBU) would
be detected and corrected with data held in upper levels of
cache. On the other hand, ECC would detect SBUs and most
multi-bit upsets (MBUs). Once data is last accessed, data is
not vulnerable anymore, since any particle strike would not
have any effect on program output. In the case of a writeback
cache, a dirty cache line would be vulnerable until eviction
time, since upper levels of cache would not have a correct
copy.

Our approach is based on the nature of cache line usage:
cache lines typically have a �urry of frequent use when
brought into the cache, and then have a period of ”sleep time”
before they are reused again or evicted [9]. We propose im-
plementations for reducing cache vulnerability by invalidating
cache lines when they hold data not likely to be reused in
the short term. As shown in Figure 1(b), once a line has
not been touched for some time (inv threshold), the line is
invalidated. This way, we reduce the probability of that cache
line of having a bit (or multiple bits) �ipped. However, this
may cause some extra misses and performance degradation.

A key aspect of our proposal is to balance the potential
for decreasing MBUs vulnerability against the potential for
incurring extra level-two cache accesses (when we introduce
extra misses by invalidating lines). Invalidating cache lines has
a net effect of a cache size reduction. In order to decrease the
performance loss due to the reduced cache size (i.e., increased
number of misses), we propose and evaluate two alternative
options:

1) LocalInvalidation. This mechanism tries to minimize the
number of extra misses per cache set by making sure
that at least, some degree of associativity is available by
limiting the total number of invalidated lines of each set.

2) GlobalInvalidation. Instead of limiting the number of
invalidated lines per set, we limit the total number
of extra misses. We do so by dynamically adapting
the length of inv threshold. The idea is as follows:
we set two different thresholds (min th: minimum and
max th: maximum number of extra misses); then, we
keep track of the total number of extra misses in the
whole cache for a given interval (usually 10 thousand
cycles). If the total number of extra misses is larger than
max th, we are being too aggressive and thus we increase
the inv threshold; if the total number of extra misses
is smaller thanmin th (we are not being aggressive
enough), we decreaseinv threshold.

A. Implementation Issues

The extra hardware required to know whether a cache line
has not been touched ininv thresholdcycles is minimal: for
instance, we can add a 3 bits counter to each cache line. The
counter is reset to ”000” when the line is brought into cache
or whenever a word is read/written (i.e., the error detection
code is checked or generated). It is incremented by 1 every
1/8 of inv threshold. Once all bits are 1, it means that the cache
line has not been touched ininv thresholdcycles, and thus, it
has to be invalidated. Another alternative is employing only
one bit and scan every cache line in a round-robin fashion.
When the line is scanned, the bit is set to ”1”. Reading and
writing the cache line resets the bit. If the bit is already ”1”
at scan time, it means that the cache line has to be invalidated
(it has not been touched since the last scan). If the cache is
write-through, the invalidation can be done in the next access
to the cache line. If it is copy back, it is better to invalidate
immediately so the dirty data is protected from possible future
strikes.



Parameter Value
UL2 4 MB, 16-way, 12 cycle hit, 1 R/W port, mem lat 45ns
ROB/LSQ 128/96
DL1 32KB, 8-way, 3 cycle hit, 1 read + 1 write port
Execution Unit 32 entries scheduler, 6 issue, up to 3 Ints, up to 2 FP

TABLE I

SIMULATION PARAMETERS.

Benchmark suite #traces Desc./Examples
Encoder 62 Audio/video encoding
SPECfp 41 Spec Fp 2K
SPECint 35 Spec Int 2K
Kernels 52 VectorAdd, FIRs

Multimedia 85 WMedia, photoshop
Of�ce 75 Excel, word, powerpoint

Productivity 45 Internet contents creation
Server 53 TPC-C

Workstation 49 CAD, rendering

TABLE II

WORKLOADS.

LocalInvalidation consists of limiting the number of in-
validations to each cache set to a small percentage of the
total accesses, and therefore decrease the performance loss.
We do so by keeping a small bit-vector (our experiments
show that 10 bits is enough) for each cache set that indicates
whether the latest accesses resulted in invalidations. Every
time the cache set is accessed, the oldest bit is dropped and
a ”1” is inserted if the line is invalidated, or a ”0” otherwise.
Every time a line is considered for invalidation, this history
register is �rst checked, and if the number of invalidations
in the latest accesses has reached a given threshold, the
invalidation is disregarded (for instance, one ”1” represents
10% invalidations).

For implementingGlobalInvalidation, we need a small
register that keeps track of the total number of extra misses
and a couple of comparators for checking the stored values
against min th and max th. Extra misses can be identi�ed
simply keeping the tags of the invalidated cache lines. In order
to increase and decreasemin th andmax th we opt to multiply
and divide by 2, which is straightforward to do with a shifter.

Note that strikes on the extra logic only produce early or
late invalidations, but do not affect the correctness of thedata.

IV. EVALUATION

We have evaluated different con�gurations and compared
bothLocalInvalidationandGlobalInvalidation. The simulated
L1 cache is write-through (thus, data is only vulnerable if
a later load will hit, otherwise it is not since it is already
stored in L2). Vulnerability is measured following equation 1;
a cache line is considered vulnerable from the time is fetched
until the last load. The processor con�guration is described
in Table I and resembles IntelR
 CoreTMMicro-Architecture, a
modern processor. Our set of benchmarks are described in
Table II.

A. Cost of invalidations

We start analyzing the impact of invalidating cache lines
on performance. Figure 2 details the slowdown (sdownon the
legend) and the vulnerability reduction for different con�gura-
tions of the proposedLocalInvalidationfor the SPEC bench-
mark suite (SPECfp and SPECint in Table II). Figure 2(a)
represents theLocalInvalidationmechanism without limiting
the number of invalidation per set, whereas Figure 2 limits
the number of invalidations to 10% for the total number of
accesses. LabelsRedIntandRedFPrepresent the vulnerability
reduction, labels5% and 10% represent the total number of
programs from the SPEC benchmarks that experience more
than 5% (10%) performance loss, and labelsSdownIntand
SdownFPshow the average performance loss for the SPECint
and SPECfp respectively.

The results show that if we invalidate all cache lines
that spend more than 500 cycles without being touched, the
vulnerability reduction is very large (over 90% for SPECfp);
however, the cost in performance is too high, with 7 programs
out of the 26 in the SPEC benchmarks losing more than 10%.
When we increaseinv thresholdto 1500, performance loss and
coverage decrease. Performance loss decreases to 4.4% (1.1%)
for SPECfp (SPECint), with only 2 programs with slowdowns
higher than 10%. On the other hand, coverage goes down only
slightly, which makes this con�guration pretty attractive.

In order to reduce the performance loss, we run more
experiments whereinv threshold was increased. The results
showed that increasinginv threshold hardly decreased the
number of programs with performance loss higher than 10%.
Therefore, we tried to minimize the number of cache misses
per set. Results are shown in Figure 2(b). As one can see, if
we choose aninv thresholdof 1000, by limiting the number
of invalidations per cache set to 10% we can achieve similar
performance loss and coverage to that ofinv 1000, but only 5
programs have a performance loss higher than 5%, and only 1
program losses more than 10%. In general, this second scheme
is less aggressive and harms performance of fewer programs
than the previous one, while achieving similar average cover-
age and performance loss.

B. LocalInvalidation

As per the previous discussion, we chooseinv 1000 with
10% of invalidations per cache set as our con�guration.
Figure 3(a) shows the s-curve distribution for the different
traces. Grey1 bullets show the vulnerability reduction and the
black1 points the performance loss. The Y axis represents
percentages. Our results for a large set of traces con�rm
what we have shown for the SPEC suite: invalidating cache
lines that have not been touched (i.e., have not been read or
written and thus have not been checked for errors) for the last
1000 cycles, and whose set has less than 10% invalidations,
gives very good results. It shows that we can invalidate cache
lines that are reused infrequently with small performance
degradation only. We run more than 500 different traces and

1Grey is red in color, black is blue.
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(a) inv threshold=50 to 3500 (b) inv threshold=50 to 3500, limit 10%

Fig. 2. Detailed evaluation ofLocalInvalidationfor SPEC benchmarks
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Fig. 3. Performance and coverage numbers

achieved an average decrease in vulnerability of 80% in the
cache with an average performance loss of 3.9% (� =6%).

C. GlobalInvalidation

We also wanted to evaluateGlobalInvalidation, our proposal
that considers global history rather than local history. Wehave
evaluated a con�guration where every 10 thousand cycles, the
total number of invalidated cache lines (i.e., lines that have
not been touched ininv thresholdcycles) is checked. We use a
con�guration with max th=256 andmin th=128; inv threshold
starts with 1000. According to the algorithm described before,
if in one interval the total number of extra misses is larger than
256, inv thresholddoubles; if it is smaller than 128, it halves.

We have run the same traces as for theLocalInvalidation
mechanism and the results are slightly better. Results are
summarized in Figure 3(b). Compared to the local approach,
the average decrease in vulnerability is roughly the same
(80%). However, one may observe some differences in terms
of performance loss: as the chart shows, performance loss is
roughly the same (� =3.7%), but it has less glass jaws (there
are less variations� =4%).

V. CONCLUSIONS

With each generation of microprocessor manufacturing
technology, both single-bit upsets and multi-bit errors will
increase. We propose a new technique to reduce the vulner-
ability of the cache by invalidating those lines that will not

be reused for a long period. Our results show that for our set
of benchmarks is possible to achieve an 80% vulnerability
reduction with a small 3.7% slowdown. Experiments also
show that a global approach is more consistent and has less
variability that a local approach.
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