Reducing Soft Error Vulnerability of Data Caches
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Abstract— Current microprocessors are becoming more vul- « Time the data spend inside the processor or a specific
nerable to cosmic particle strikes that may cause soft (transient) processor component.

errors. Multi-bit upsets (MBUs) on memory such as SRAMs and
caches are upsets in which a single radiation event causes several
bits to flip, as opposed to single-bit upsets (SBUs) in which only
one bit is affected. While SBUs may be detected by parity, MBUs
require error correction algorithms like ECC. _ Therefore, one may reduce the vulnerability of caches
This paper proposes a simple scheme for reducing the vulner- against soft errors by either reducing the number of bits

ability of data in the L1 cache. We propose implementations for . . - -
reducing cache vulnerability by invalidating cache lines when that hold valid data (for instance, one may identify narrow

they hold data not likely to be reused in the short term. As Values [5]) or reducing the time data is left unprotected.
a result, we achieve high coverage (lines which are reusedCurrently, L1 caches typically use parity as a method toatete

after a long time are not vulnerable any more since they are possible soft errors, since employing ECC is too expensive.
invalidated) with low performance degradation; on average, for a Thus, L1 caches can detect single-bit upsets, and if write-

set of more than 300 traces representing all kind of benchmarks . . - .
and a processor configuration similar to Intel®)Core™ Micro- through policies are used, recovery is possible by fetctatg

Architecture, we decrease cache vulnerability by 80% with a from upper levels. However, many cache lines in L1 stay long

These items can be all summarized and expressed as:

Vulnerability = OccupiedBitArea x TimeSpent (1)

small performance degradation of 3.7%. time in the cache, and both temporal double-bit errors and
spatial multi-bit errors are possible, which would leave th
I. INTRODUCTION cache lines unprotected leading to data corruption anesyst
Alpha particles released by radioactive impurities and- neﬁraSheS'

trons coming from outer space are known to cause transienp ur proposal consists of reducing the vulnerability of data

errors in contemporary microprocessors [1]. Single anctimuls'[oredd n }he c_a(;he tiy_ |trr1]\_/alldat|ng the C."fi.che I|ne? that are
bit upsets may arise when these particles hit intermedia(ﬁeuse In long ntervais, this way, by sacrificing periorieen
sljghtly (invalidations will cause some extra cache miyses

capacitive nodes of processor storage components such - . i T
SRAM bitcells and latches. Since these transient errorarocdE4c® the probability of that cache line having a bit fiipped
imply stated, if a cache line is not accessed in a given numbe

due to an incorrect charge or discharge of an intermedia les. th he line is invalidated
capacitive node, they do not cause permanent failure in tﬂe:\yc €s, Ietcac € line Ij mvatrl] ated. b f detected
hardware and hence are termed soft errors in the literature, /> & r€Sult, We can reduce the number of errors detecte

Cache memory reliability is essential to ensure dependatk))l% parity (that can only be corrected if write-through cache

. . : are used) and the number of multi-bit (spatial or temporal)
computing. Errors in cache memories can corrupt data values

. [rors that would not be detected, which are expected to be
and can easily propagate through the system to cause data
very common.

integrity issues. Whereas many techniques have been pnbposel_he rest of the paper is organized as follows. Section I
and are used for protecting L2 caches (like ECC [2], parity an,. . o .
. L . . discusses the related work. More details and implememtatio
cache scrubbing [3], [4]), many difficulties arise when @bl . . : .
issues of our proposal are given in Section lll. We evaluate

to L1 caches: ('). compll.ex logic I.|ke ECC can add extra Cyde[ﬁe performance cost and vulnerability reduction in Seckia
to the access time, (ii) scrubbing the L1 cache can redulg.e

significantly the L1 bandwidth, (iii) multi-bit errors, wei 21y We conclude in Section V.
are expected to be common due to technology shrinkage, may Il. RELATED WORK

be neither detected nor corrected, (iv) power increaseda@ue cache scrubbing [3], [4] is one possible solution for tem-
increased logic and storage, and (v) area overhead is iBiorty o) double-bit errors. It has also been widely used in the
(adding parity at a byte level for a 32KB cache requires 4KB[Sast for main memories, which are typically protected with
Soft error vulnerability of a processor (or a specific COMsECDED ECC. Scrubbing involves reading the bits from the
ponent in a processor) is proportional to: cache, correcting any latent single-bit error, recompuutime
o The percentage of bits that hold valid data (which afeCC (or parity), and writing the bits back. If the scrubbing
needed for architecturally correct execution) that can literval is short enough, the probability for a temporal loleu
affected by a soft error. bit error to happen is practically eliminated. Howeveratises



Our approach is based on the nature of cache line usage:
cache lines typically have a flurry of frequent use when
brought into the cache, and then have a period of "sleep time”
before they are reused again or evicted [9]. We propose im-
plementations for reducing cache vulnerability by invatidg
cache lines when they hold data not likely to be reused in
the short term. As shown in Figure 1(b), once a line has
not been touched for some timé\_threshold, the line is
invalidated. This way, we reduce the probability of thatheac
line of having a bit (or multiple bits) flipped. However, this
may cause some extra misses and performance degradation.

A key aspect of our proposal is to balance the potential
for decreasing MBUs vulnerability against the potential fo
an important overhead since it consumes cache bandwidth #melrring extra level-two cache accesses (when we intr@duc
extra power. Interleaving the error detection codes maydave@xtra misses by invalidating lines). Invalidating cacimed has
spatial multi-bit errors, since consecutive bits will betected a net effect of a cache size reduction. In order to decrease th
by different parity bits, although it increases the comijtiex performance loss due to the reduced cache size (i.e., Bautea
of the logic to read/write data. Eager writeback has beéwmber of misses), we propose and evaluate two alternative
studied for speeding up cache lines evictions and reduciagtions:
performance loss due to clustered traffic [6]. Although it 1) Locallnvalidation This mechanism tries to minimize the
reduces vulnerability for writeback caches, it does notecov number of extra misses per cache set by making sure
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Fig. 1. Example of the invalidation mechanism.

for spatial MBUs. Similary, an early-write-back scheme [7]
that enhances the ability to use a less powerful error pliotec
scheme for a longer time without sacrificing reliability and 2)
performance has been proposed. Compared to our proposal, it
only protects SBUs and only works for writeback caches.

Although attacking a different structure, flushing andagst
ing the pipeline [8] upon an L2 miss is a similar technique to
ours; in order to avoid particle strikes on data waiting ia th
issue queue, the pipeline is flushed.

Another similar work is cache decay [9]: in order to
decrease power consumption, the authors try to switch eff th
cache line right after the last hit (if inter-hit time is high
Note that the objective of our technique is invalidatingdvef
the last hit to reduce the vulnerability: after the last hitite-
through caches are no longer vulnerable since the data they
hold will not ever be used.

that at least, some degree of associativity is available by
limiting the total number of invalidated lines of each set.
Globallnvalidation Instead of limiting the number of
invalidated lines per set, we limit the total number
of extra misses. We do so by dynamically adapting
the length ofinv_threshold The idea is as follows:
we set two different thresholdsn{n_th: minimum and
maxth: maximum number of extra misses); then, we
keep track of the total number of extra misses in the
whole cache for a given interval (usually 10 thousand
cycles). If the total number of extra misses is larger than
maxth, we are being too aggressive and thus we increase
the inv_threshold if the total number of extra misses
is smaller thanmin_th (we are not being aggressive
enough), we decreasev_threshold

A. Implementation Issues

I11. CACHE LINE INVALIDATION

The extra hardware required to know whether a cache line

has not been touched inv_thresholdcycles is minimal: for

Unlike parity and ECC that target error detection anthstance, we can add a 3 bits counter to each cache line. The
correction, our target is reducing cache vulnerabilityit 8oror  counter is reset to "000” when the line is brought into cache
vulnerability of data in L1 cache is proportional to the tilhe or whenever a word is read/written (i.e., the error detectio
spends in the cache. Figure 1(a) represents the accessescadd is checked or generated). It is incremented by 1 every
vulnerability to particle strikes for a cache line of a write1/8 ofinv_threshold Once all bits are 1, it means that the cache
through cache; the data hold in the cache line is vulneraliiee has not been touched inv_thresholdcycles, and thus, it
from the time data is brought to cache until the last hit. fadahas to be invalidated. Another alternative is employingyonl
were protected with parity, a single-bit upset (SBU) wouldne bit and scan every cache line in a round-robin fashion.
be detected and corrected with data held in upper levels When the line is scanned, the bit is set to "1". Reading and
cache. On the other hand, ECC would detect SBUs and mustting the cache line resets the bit. If the bit is already "1
multi-bit upsets (MBUs). Once data is last accessed, dataaisscan time, it means that the cache line has to be invadidate
not vulnerable anymore, since any particle strike would n@t has not been touched since the last scan). If the cache is
have any effect on program output. In the case of a writebaskite-through, the invalidation can be done in the next asce
cache, a dirty cache line would be vulnerable until evictioto the cache line. If it is copy back, it is better to invalielat
time, since upper levels of cache would not have a corraoimediately so the dirty data is protected from possiblarit
copy. strikes.



Parameter Value . . .
U2 4MB, T6-way, 12 cycle hit, T RAW port, mem Tat 4515 A COSt of invalidations
ROB/LSQ 128/96 _ _ We start analyzing the impact of invalidating cache lines
DL1 | 32KB, 8-way, 3 cycle hit, 1 read + 1 write port on performance. Figure 2 details the slowdowddwnon the
Execution Unit| 32 entries scheduler, 6 issue, up to 3 Ints, up to 2 FP . . . .
ABLE | legend) and the vulnerability reduction for different confia-

tions of the proposetlocallnvalidationfor the SPEC bench-
mark suite (SPECfp and SPECint in Table Il). Figure 2(a)
represents théocallnvalidation mechanism without limiting
the number of invalidation per set, whereas Figure 2 limits

SIMULATION PARAMETERS.

[ Benchmark suite] #traces] _ Desc./Examples ] the number of invalidations to 10% for the total number of
Egcé’gfr Sf A“d'g"’édce‘; erz‘f:d'”g accesses. LabeRedIntandRedFPrepresent the vulnerability
SPECir?t 35 sgec |n[: 5K reduction, label$5% and 10% represent the total nu_mber of
Kernels 52 VectorAdd, FIRs programs from the SPEC benchmarks that experience more

Multimedia 85 WMedia, photoshop than 5% (10%) performance loss, and lab8ownintand
5 Office_ 75| Excel, word, powerpoint SdownFPshow the average performance loss for the SPECint
I‘OdUCtIVIty 45 Internet contents creation .
Server 53 TPCC and SPECfp respectively.
Workstation 49 CAD, rendering The results show that if we invalidate all cache lines
TABLE II that spend more than 500 cycles without being touched, the
WORKLOADS. vulnerability reduction is very large (over 90% for SPECfp)

however, the cost in performance is too high, with 7 programs
out of the 26 in the SPEC benchmarks losing more than 10%.
When we increasmv_thresholdto 1500, performance loss and
coverage decrease. Performance loss decreases to 4.44) (1.1
SPECfp (SPECIint), with only 2 programs with slowdowns
|9her than 10%. On the other hand, coverage goes down only

Locallnvalidation consists of limiting the number of in-
validations to each cache set to a small percentage of
total accesses, and therefore decrease the performaree ) . i . .
We do so by keeping a small bit-vector (our experimen ightly, which makes this configuration pretty attractive
show that 10 bits is enough) for each cache set that indicateén ‘Prder to redgce the performapce loss, we run more
whether the latest accesses resulted in invalidationsryEvgXperlments wherdnv_thresholdwas increased. The results

time the cache set is accessed, the oldest bit is dropped éﬁawed that increasin@v,threshold hardly d_ecreased theo
a "1" is inserted if the line is invalidated, or a "0” othengis number of programs with performance loss higher than 10%.

Every time a line is considered for invalidation, this higto Therefore, we tried to minimize the number of cache misses

register is first checked, and if the number of invalidation&®" S:t' Resu_lts :;:e sporénflrlgcl)%urs 2|(b)_.t_As tc;]ne canbsee, i
in the latest accesses has reached a given threshold, gChoose amnv_thresholdo » Dy lImiting the number.
invalidation is disregarded (for instance, one "1” reprdse of Invalidations per cache set to 10% we can achieve similar

10% invalidations) performance loss and coverage to thatnef100Q but only 5
For implementing Globallnvalidation we need a small programs have a performance loss higher than 5%, and only 1

N X
register that keeps track of the total number of extra missgedram losses more than 10%. In general, this second scheme

and a couple of comparators for checking the stored valu't%sless aggressive and harms performance of fewer programs

againstmin_th and maxth. Extra misses can be identified an thi pre¥|ous one,lwhne achieving similar average cove

simply keeping the tags of the invalidated cache lines. ¢éepr age and periormance 10ss.

to increase and decreasen_th andmaxth we opt to multiply B. ocallnvalidation

and divide by 2_, which is stra|ghtforvyard to do with a shifter As per the previous discussion, we choése1000 with
Note that strikes on the extra logic only produce early 9

L 0% of invalidations per cache set as our configuration.
late invalidations, but do not affect the correctness ofdhi. Figure 3(a) shows the s-curve distribution for the différen

IV. EVALUATION traces. Grey bullets show the vulnerability reduction and the

] _ ] blackt points the performance loss. The Y axis represents
We have evaluated different configurations and compargdrcentages. Our results for a large set of traces confirm

both Locallnvalidationand Globallnvalidation The simulated \yhat we have shown for the SPEC suite: invalidating cache
L1 cache is write-through (thus, data is only vulnerable jfyes that have not been touched (i.e., have not been read or
a later load will hit, otherwise it is not since it is alreadyyritten and thus have not been checked for errors) for the las
stored in L2). Vulnerability is measured following equatid; 1000 cycles, and whose set has less than 10% invalidations,
a cache line is considered vulnerable from the time is fetch@ives very good results. It shows that we can invalidate each
until the last load. The processor configuration is desdrib§nes that are reused infrequently with small performance

in Table | and resembles InCoreT""Micro—Architecture,. & degradation only. We run more than 500 different traces and
modern processor. Our set of benchmarks are described in

Table II. 1Grey is red in color, black is blue.
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(b) Results forGloballnvalidation

coverage numbers

achieved an average decrease in vulnerability of 80% in the reused for a long period. Our results show that for our set
cache with an average performance loss of 3.8%606). of benchmarks is possible to achieve an 80% vulnerability
reduction with a small 3.7% slowdown. Experiments also

C. Globalinvalidation show that a global approach is more consistent and has less

We also wanted to evalua@oballnvalidation our proposal ygr

that considers global history rather than local history. hdfee
evaluated a configuration where every 10 thousand cycles, th
total number of invalidated cache lines (i.e., lines thateha[1]
not been touched imv_thresholdcycles) is checked. We use 312]
configuration withmaxth=256 andmin_th=128; inv_threshold
starts with 1000. According to the algorithm described befo [3]
if in one interval the total number of extra misses is largant

256, inv_thresholddoubles; if it is smaller than 128, it halves 4

We have run the same traces as for tleeallnvalidation

mechanism and the results are slightly better. Results j
summarized in Figure 3(b). Compared to the local approach,
the average decrease in vulnerability is roughly the sarie
(80%). However, one may observe some differences in terrgls
of performance loss: as the chart shows, performance Iosé s

roughly the same(=3.7%), but it has less glass jaws (there
are less variations=4%). 8]

re

V. CONCLUSIONS

With each generation of microprocessor manufacturin
technology, both single-bit upsets and multi-bit errordl wil?!
increase. We propose a new technique to reduce the vulner-
ability of the cache by invalidating those lines that willtno

iability that a local approach.
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